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Application Security is:

* Preventing users from L
modifying or deleting
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Insecure Design

Security Misconfiguratio

Server-Side Request Forgery

......

https://owasp.org/www-project-top-ten/




That’s quite a lot?

How do people normally find these?

OuUsS experie






What are SAST Scanners?

How do they benefit us

SAST scanners are tools that allow us to statically analyse our-applications.fc
iabllltles and misconfigurations.

" Think of PHPStan but focus purely

* Allows you to run tests C
 Doesn’t require

e Leano




Different types of scanners

Acunetix

SYNOPSYS sonarqQube




What we will be using!

 Open source
e Supports PHP & JS nati

* Ability for cusie



So how is this beneficial for you with PHP

When it comes to PHP, Semgrep allows you oo
to look for common issues such as checking rules:

- 1d: exec-use

tions that might introduce security patterns:
- : : 3 - pattern: $FUNC(...);
m|SCan|gurat|OnS_ - pattern-not: $FUNC('...', ...);

- metavariable-regex:
metavariable: $FUNC
regex: exec|passthru|proc_open|popen|shell_exec|system|pcntl_exec
subcategory:
- audtit
likelihood: LOW
impact: HIGH
confidence: LOW
languages:
- php
severity: ERROR

There are also rules that allow you tox
for missing properties on forms
has disabled key sg

e n e



Different languages and rules

 Semgrep comes with a range of rules and allows you to make your own
custom ones not just for PHP but also for JavaScript.
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eir rules are part of what they call the re

emgrep also allow us to define

quick start ones for checks
e 395 JavaScript rules
88 PHP rules

o https://sem



https://semgrep.dev/explore
https://semgrep.dev/p/owasp-top-ten

How do | use Semgrep?

# Mac
brew install semgrep

# Linux & Window WSL
# install through ptip

python3 -m pip install semgrep

1 ! 000
ocally
SAST Scan:
tmage: semgrep/semgrep: latest
script: semgrep-agent



mo: Setting up Semgrep with your PHP application




So what’s next?

* So your code and your colleagues code is being che
ﬁerabllltles .....

OFr COoOmmon..

~« But what about those com pos :

 Can servers and contalners

________



Supply Chain Attacks

What is a supply chain attack?




Who here knows every pac
Installed and whs

Pd




Scanning your dependencies and packages

You can use scanners to check over your packe
-

e Composer

. NPM g



This 1s where Trivy comes along

Scanner that checks for CVE’s within your third parties and more!

 Scans your OS and software dependencies for CVEs _
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It scans your package manager file

e composer.lock

ek

e varn.lock

e Also sca



So how can | use this?

Trivy can be used in multiple ways

=~ Installing it di rectly on your server or loce
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» Setting it up to scan against y:

scanning




Demo: Setting up Trivy with your PHP Application




So now that we have it all set up, now what?




What type of reports can we run?

* For users not using pipelines such as Github Actions or Gitlab CI

E reports



So now that we have all of this set up are we secure?

Sadly not

t congrats on talking the first step

more secure and getting.invc

Security is all about layers anc
common vulnerabi






If you don’t feel comfortable asking here, | will be about all event so just ask whenever you see me!

Any guestio




|n /zacklott

/zacklott




